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In this paper we make a critical review of the existing technology in the smart cities and 
smart grid paradigms from the security perspective. First we summarize the findings 
about the evolution of renewable technology over time and in particular the benefits of 
a Cost reduction potential for solar and wind power in the period 2015-2025. Then we 
build from existing sources to high-light different ways for efficiency improvement in 
solar panel solutions during 1975-2015. Next we analyze growth of the smart metering 
and smart grid technology in the world. Also, the existing Blockchain solutions are 
critically reviewed in regard to cyber infrastructure security. From these findings we 
conclude that there is an increasing need for developing new Blockchain so- lutions in 
the smart grids ecosystem.
1. Introduction
Nowadays, the pace at which new technologies develop is very fast, providing us with new devices, and studies 
in new fields of science and technology. Twenty years ago such advancements were unimaginable; the exis-
tence of smartphones, cloud computing, the internet of things and smart cities was still a distant reality. There 
are also examples of developments that take completely new directions, such as distributed computing, which 
uses sensory networks consisting of many «smart» sensors, meters and counters. However, these advancements 
mean that our society, as a whole, relies more heavily on technology in managing every part of our lives, all this 
creates growing security risks. Cybersecurity specialists are therefore urged to raise safety levels in informa-
tion saving and transmission. Currently, the main methods of protecting information are: it’s encryption using 
various cryptographic protocols or in a distributed database which saves information in several places simul-
taneously. Sometimes, these two security methods are combined, as in the case of Blockchain. Blockchain is a 
decentralized and distributed ledger used to store transactions, agreements and contracts in a digital record. It 
can be used to store data on loans, property rights, traffic violations, marriage, etc. Its main advantage and secu-
rity feature is that it is decentralized which means that data is stored across thousands of computers worldwide. 
Any network user can freely access the current record, making it completely transparent to all participants.
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Digital records are stored in continuously growing numbers of «blocks» which are chronologically linked 
to each other in a «chain», using cryptographic algorithms. Each block is connected to the previous block and 
contains a set of records. New blocks are always strictly attached to the end of the chain which links it to the 
previous block.
The encryption process, which is known as hashing, is performed by a peer-to-peer network which collec- 
tively validates new blocks; if calculation results are the same for all computers - a new block is created and it 
is assigned a unique digital signature (signature). Once the record is updated, a new unit is created and it cannot 
be altered. Thus, documents cannot be forged and information in previous blocks cannot be changed. It is only 
possible to add new entries. Every time a record is updated, the update is simultaneous on all computers in the 
network.
This technology is now being implemented in the banking sector. Blockchain would be able to take on three 
important roles that financial services have traditionally been responsible for: the register of transactions, iden-
tity verification and the conclusion of contracts.
Outside the financial services sector, this technology can have another very useful role. In addition to trans-
ferring the digital currency (Bitcoin), the Blockchain technology can be used to store any kind of digital infor-
mation, including computer codes. In this case, a code can be programmed so that it is executed only when both 
parties enter their keys, thus agreeing to a contract. For example, when receiving information from external data 
streams (stock prices, weather reports, news headlines and much more), it is analyzed and contracts are self-exe-
cuted and recorded automatically considering these conditions. This mechanism is called «smart contracts» and 
its possibilities are practically unlimited.
For example, a smart thermoregulation system can transmit data on energy consumption to a smart grid. 
After a certain period, the amount to be paid for the consumed electricity can be transferred automatically from 
your account to the account of the energy company using Blockchain. The result – an automated ac – counting 
and billing process. Smart contracts could also be used in the licensing and sales of intellectual property; deter-
mining how many times a user can access, share or copy the information. Blockchain technology equips us with 
the ability to create online voting systems that are protected from illegitimate votes and from the dissemination 
of uncensored information etc. In the energy sector, for example, transactions between the entities of the energy 
market can also be protected with this technology (E. O’Shaughnessy and others, 2016; R. Williams, 2016). 
In addition, there are attempts to use it in the Internet of Things (IoT) and in unmanned vehicles controlling 
process (M. Fuenfrocken and others, 2016; B. Leiding and others, 2016).
Further on we will look at an example of using Blockchain in power engineering. Also, it will be discussed 
why the development of new technologies is necessary and the advantages that these developments entail. We 
will also look at how these technologies intertwine with Blockchain.
2. The growing efficiency of «green» energy
Statistics show that world population will continue growing, by 2050 urban population will increase by up to 
86%. Cities will need to solve problems related to providing people with food, water, electricity, etc., Moreover, 
there is a strong connection between the generation of electricity and the pollution of the environment, as a re-
sult, the demand for clean water and food will also grow. One way of solving these problems is using renewable 
energy sources, to increase the efficiency of energy generating devices, and to decrease losses during transporta-
tion and distribution of energy. While we can now find new and more efficient ways of energy generation, they 
are not as widespread as traditional methods; this is because they continue having some limitations. However, 
alternative power generation has received considerable attention, not only on the part of power engineers but 
also environmentalists, economists and ordinary citizens. This is because we have become more conscious of 
the need of conserving our nature, climate and resources. Such changes are also reflected in EU’s energy plans, 
which set a binding target of 20% final energy consumption from renewable resources by 2020. At present, this 
figure is much lower in many countries, only a few have already crossed the 20% target and are now aiming to 
reach 50%, with the end of attaining a full transition to renewable energy in the future. Great powers such as In-
dia and China, actively invest in «green» energy. Along with the United States and Germany, they have become 
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world leaders in global wind power installed capacity; as a result, the prices of «green» electricity are reducing. 
In those countries, the price of «green» energy is already equal to the cost of traditional energy resources. In 
Germany, this price is even lower, making «green» energy a more economic option over traditional methods. In 
some cases, companies that generate energy, sell it at its negative price.
As reported by the International Renewable Energy Agency (IRENA) (M. Taylor and others, 2016), with the 
implementation of a correct policy, the average cost of electricity generated by solar and wind energies, could 
be two times lower than when using traditional methods.
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problems is using renewable energy sources, to increase the efficiency of energy generating devices, and 
to decrease losses during transportation and distribution of energy. While we can now find new and more 
efficient ways of energy generation, they are not as widespread as traditional methods; this is because 
they continue having some limitations. However, alternative power generation has received considerable 
attention, not only on the part of power engineers but also environmentalists, economists and ordinary cit-
izens. This is because we have become more conscious of the need of conserving our nature, climate and 
resources. Such changes are also reflected in EU’s energy plans, which set a binding target of 20% final 
energy consumption from renewable resources by 2020.  At present, this figure is much lower in many 
countries, only a few have already crossed the 20% target and are now aiming to reach 50%, with the end 
of attaining a full transition to renewable energy in the future. Great powers such as India and China, ac-
tively invest in “green” energy. Along with the United States and Germany, they have become world 
leaders in global wind power installed capacity; as a result, the prices of “green” electricity are reducing. 
In those countries, the price of “green” energy is already equal to the cost of traditional energy resources. 
In Germany, this price is even lower, making “green” energy a more economic option over traditional 
methods. In some cases, companies that generate energy, sell it at its negative price.  
As reported by the International Renewable Energy Agency (IRENA) (M. Taylor and others, 2016), with 
the implementation of a correct policy, the average cost of electricity generated by solar and wind ener-
gies, could be two times lower than when using traditional methods. 
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Table 1: Cost reduction potential for solar and wind power, 2015-     
 
Ways of cost reduction. 
Since 2009, prices for solar photovoltaic modules have fallen by 80%, and for wind turbines - by approx-
imately 30-40%. This has been caused by the expansion of renewable energy capacity and the improve-
ment of technologies.  
From now until 2025, solar and wind technologies could fall in price if the world community adheres to 
the policy of reducing transaction costs and simplifying administrative regulations (M. Taylor and others, 
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Ways of cost reduction.
Since 2009, prices for solar photovoltaic modules have fallen by 80%, and for wind turbines – by approxi-
mately 30-40%. This has been caused by the expansion of renewable energy capacity and the improvement of 
technologies.
From now until 2025, solar and wind technologies could fall in price if the world community adheres to the 
policy of reducing transaction costs and simplifying administrative regulations (M. Taylor and others, Improved 
control process, transportation and further developments in energy-generating devices. Also, growing compe-
tition in the field of solar and wind power generation and the constant introduction of innovations; all these 
factors will lead to further reductions in the cost of renewable energy. According to the estimates of the National 
Renewable Energy Laboratory, which are listed in the Table 1 (M. Taylor and others, 2016), price drops could 
range from 26% to 59%, between 2015-2025. The efficiency of solar panels plays a big role in this and can 
greatly affect prices. From the values in Figure 1, we can see that the efficiency of solar panels increased greatly 
between the years 1975-2015 (NREL, 2016). Just looking at the difference in modern panels, where, their effi-
ciency in 2015 was 44%, while today’s panels have an efficiency of 48%, this gives a 4% increase in two years. 
Theoretically, their maximum limit is an efficiency of 80%.
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Improved control process, transportation and further developments in energy-generating devices. Also,   
growing competition in the field of solar and wind power generation and the constant introduction of in-
novations; all these factors will lead to further reductions in the cost of renewable energy. According to 
the estimates of the National Renewable Energy Laboratory, which are listed in the Table 1 (M. Taylor 
and others, 2016), price drops could range from 26% to 59%, between 2015-2025. The efficiency of solar 
panels plays a big role in this and can greatly affect prices. From the values in Figure 1, we can see that 
the efficiency of solar panels increased greatly between the years 1975-2015 (NREL, 2016). Just looking 
at the difference in modern panels, where, their efficiency in 2015 was 44%, while today’s panels have an 
efficiency of 48%, this gives a 4% increase in two years. Theoretically, their maximum limit is an effi-
ciency of 80%. 
 
Figure 1. Increase in the efficiency of solar panels for the period 197 -     ( This plot is courtesy of 
the National Renewable Energy Laboratory, Golden, CO) 
 
Keep in mind that increases in the efficiency of devices are not only a result of improved parameters or 
optimized supply storage and accounting. Government policies also have a great influence on the effi-
ciency of renewable energy. 
 
 
Figure 1. Increase in the efficiency of solar panels for the period 1975-( This plot is courtesy  
of the National Renewable Energy Laboratory, Golden, CO)
Keep in mind that increases in the efficiency of devices are not only a result of improved parameters or 
optimized supply storage and accounting. Government policies also have a great influence on the efficiency of 
renewable energy.
3. New technologies in power engineering
3.1. Smart meters
Next, we will discuss the importance of new technologies in the reduction of power losses, greater efficiency 
and profitability.
The automation of com ercial electricity metering and smart grids will allow to optimize the supply of en-
ergy to households. The development of the different technologies that make up the Internet of Things and the 
adoption of laws aimed at improving energy efficiency, have contributed to the development of smart energy 
distribution. Although, at present only 30%-40% of the population lives in cities, population is growing rapidly 
in developing countries and as a result urban areas will expand and increase in population. The implementation 
of «smart grids» is part of the concept of smart cities; it will help solve many of the problems that cities face. 
Namely:
– automated fault detection in power transmission lines will make power supply more reliable and will re-
duce the duration of power outages. These intelligent networks locate and detect faults automatically and 
within seconds. In this way, the majority of consumers can continue being supplied with electricity, since 
supply to the faulty line is cut off automatically. Knowledge of the damaged area will enable technical 
crews to respond more quickly to major and minor faults. This will also save transformers from unneces-
sary damage.
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– the introduction of smart meters will help solve many of the current problems, such as electricity theft, 
faulty transmission and distribution lines and errors in accounting. At present, in such circumstances, 
the supply of electricity to consumers is stopped automatically, in order to clarify the circumstances. 
According to statistics, once old meters are replaced with smart meters, the number of electrical over-
loads and crashes due to illegal connections to network substations, will reduce significantly. At some 
local networks, the implementation of smart meters caused a fivefold decrease in the load on the grid and 
transformer substations.
This is why many countries are beginning to invest in the development of alternative energy. Also, in the con-
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Figure    Forecast of increase in the number of smart meters by region (W. Tokash and others,    7) 
 
The UK government plans to have 53 million smart energy meters installed by 2020. According to the EU 
policy, 80% of EU’s households should be equipped with intelligent metering devices for energy and gas 
by 2020. It is expected that Smart Meters penetration will reach 70% by 2022 in Asia and the Pacific; this 
progress will happen in large part thanks to China. Table 2 shows the top ten global markets and the 
number of installed Smart Meters by 2020. These forecasts show that the number of smart meters in the 
world will sum up to more than 830 million by 2020. China, US and Japan will be the countries with the 
greatest quantity of smart meters. Figure 2 compares the smart meters’ penetration rate in the different re-
gions, in years 2015 and 2016.  
 
Country Units Installed by Dec. 31, 2020 
China (Counters)         22  
US (Counters)   2 0 2 022 
Japan (Counters)      0 000 
France (Counters)     00 000 
Italy (Counters)     00 000 
Germany (Counters)  2  00 00 
Brazil (Counters) 2          
UK (Counters) 2   20 000 
Spain (Counters) 2   00 000 
South Korea (Counters) 2   2   2  
Total (Counters)              
 
Table  : Forecast of the top    global markets to have Smart Meters installed by        
Figure 2. Forecast of increase in the number of smart meters by region (W. Tokash and others, 2017)
The UK government plans to have 53 million smart energy meters installed by 2020. According to the EU 
policy, 80% of EU’s households should be equipped with intelligent metering devices for energy and gas by 
2020. It is expected that Smart Meters penetration will reach 70% by 2022 in Asia and the Pacific; this progress 
will happen in large part thank  t  China. Table 2 shows e top ten global ma kets and th  numb r of inst lled 
Smart Meters by 2020. These forecasts show that the number of smart meters in the world will sum up to more 
than 830 million by 2020. China, US and Japan will be the countries with the greatest quantity of smart meters. 
Figure 2 compares the smart meters’ penetration rate in the different regions, in years 2015 and 2016.
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number of installed Smart Meters by 2020. These forecasts show that the number of smart meters in the 
world will sum up to more than 830 million by 2020. China, US and Japan will be the countries with the 
greatest quantity of smart meters. Figure 2 compares the smart meters’ penetration rate in the different re-
gions, in years 2015 and 2016.  
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According to forecasts (M. Kelly and others. 2017), sales on the smart meter market will reach 165.5 million 
units and revenues will be between $5.3 billion to $22.18 billion by 2020, with more than 80% of meters being 
installed in private households. Differences in the estimates are due to the variety of methods used for their 
calculation, however, they do give a general idea of the smart meter market being an area for future investment.
3.2 Smart grids
Global smart grid market is developing very rapidly and a lot of money is being invested in upgrading power 
grids. It is important that these initiatives are not only happening in Western countries. In 2013, China surpassed 
the US in terms of the smart networks market. The main aim of all countries is to have modern utilities that 
reduce operating costs, making them profitable and efficient.
US International Trade Administration (part of the Department of Commerce) published a report in April of 
2016 (V. Gunderson and others, 2016), which contains the results of the analysis of 34 markets in terms of smart 
grid development. The top 10 global markets were selected (in order): Canada, Mexico, Japan, Saudi Arabia, 
Australia, UK, China, India, Vietnam and France.
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moder  utilities that reduce operating costs, making them profitable and effi ient.  
US International Trade Administration (part of the Department of Commerce) published a report in April 
of 2016 (V. Gunderson and others, 2016), which contains the results of the analysis of 34 markets in 
terms of smart grid development.  The top 10 global markets were selected (in order): Canada, Mexico, 
Japan, Saudi Arabia, Australia, UK, China, India, Vietnam and France. 
 
Ranking           Change 
        
  Canada Canada --- 
  Japan Mexico    
  Saudi Arabia Japan -  
  Australia Saudi Arabia -  
  U.K. Australia -  
  Singapore U.K. -  
  China China --- 
  Chile India     
  Philippines Vietnam    
   Vietnam France    
   Mexico Chile -  
   Turkey Turkey --- 
   France Korea    
   Malaysia Malaysia --- 
   Netherlands Spain     
   Germany Netherlands -  
   Korea Philippines -  
   Austria Germany -  
   Brazil New Zealand New in      
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   India Nigeria    
   Nigeria Austria -  
   Denmark Israel New in      
   Sweden Denmark -  
   Indonesia Sweden -  
   Thailand Indonesia -  
   Portugal Italy    
   Poland Thailand -  
   South Africa South Africa --- 
   Italy Colombia -   
   Spain Poland -  
   Russia Brazil -   
   Israel (unranked) Portugal -  
   New Zealand (unranked) Russia -  
 
Table 3: The Smart Grid Top Market Report Rankings Comparison,     -   6 overall  
 
The rankings took into account, smart grid market potential, trade relations with other countries in this re-
gard, investment in the energy sector and the countries’ economy. In comparison to 2015, in 2016 fast 
growth is showed by Mexico (9), India (13), Spain (16). On the other hand, the positions of Singapore (-
14), Brazil (-13) and Colombia (-10) have fallen significantly.  
In Europe, North America, Australia and New Zealand electricity suppliers are more focused on the de-
velopment of "smart" measurement technologies and advanced tools for the analysis of generated and 
consumed power. With the decline of their profits, enterprises in advanced economies are seeking to im-
prove the management of their networks. In particular, some European utilities have lost 50% of their 
market value since 2010. Whereas, in the developing countries of South East Asia, India, Africa and 
South America, the development of infrastructures and the upgrading of electrical networks was a re-
sponse to industrial development and increased demand for electricity. Not only industrial sites, but also 
1.2 billion people are still waiting to be supplied with electricity. This is 17% of the total world popula-
tion. 
 
3.3 Blockchain solutions for energy security. 
Smart grids are a part of the «Smart Cities» concept. This concept encompasses the development of com-
plex IoT technologies which are to be implemented in megacities; for the control of traffic and city infra-
structure, for security and video surveillance, as well as the development of services for citizens. Internet 
of Things is actively implemented in power systems, primarily in the form of "smart" measurement 
equipment, which is used to achieve full control over networks and resources. 
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Smart grids are a part of the «Smart Cities» concept. This concept encompasses the development of com-
plex IoT technologies which are to be implemented in megacities; for the control of traffic and city infra-
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power. With the decline of their profits, ent rprises in advanced economies are seeking to improve the manage-
ment of their networks. In particular, some European utilities have lost 50% of their market value since 2010. 
Whereas, in the developing countries of South East Asia, India, Africa and South America, the development of 
infrastructures and the upgrading of electrical networks was a response to industrial development and increased 
demand for electricity. Not only industrial sites, but also 1.2 billion people are still waiting to be supplied with 
electricity. This is 17% of the total world population.
3.3. Blockchain solutions for energy security
Smart grids ar  a part of he «Smart Citi s» concept. T is concept encompasses the d velopment of complex 
IoT technologies which are to be implemented in megacities; for the control of traffic and city infrastructure, 
for security and video surveillance, as well as the development of services for citizens. Internet of Things is 
actively implemented in power systems, primarily in the form of «smart» measurement equipment, which is 
used to achieve full control over networks and resources.
According to USA’s National Renewable Laboratory, the voluntary green power market grew to 77.9 mil-
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Figure 3. An increasing market share of U.S. renewable energy. (E. O’Shaughnessy and others, 2016)
These statistics give the prospect of further growth to companies specializing in the field of «green» energy 
and smart appliances. In the following paragraphs we will describe some current projects and their promising 
results, from both the scientific and practical points of view.
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In 2002, renewable energy certificates (REC) were created in the United States for the development of 
in- vestment in renewable energy (E. O’Shaughnessy and others, 2016). One REC confirms generation 1 MW 
/ h. electricity from renewable sources. Solar power plants and other energy plants produce REC certificates 
to show the volumes produced clean energy. Then they sell them to utility companies which legally required 
to use a certain amount of energy from renewable sources. According to the National Renewable Laboratory, 
USA (Table 4), voluntary green power market grew to 77.9 million megawatt-hour (MWh), which were sold to 
4.3 million customers in 2015 (M. Mihaylov and others, 2014). The problem of this system is that the amount 
of energy produced is calculated using estimates and projections. This leads to a rather ingenious methods of 
calculation, and can display greater amounts of energy produced to what has been generated in reality, charging 
REC users for more than the energy they had received.
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The companies IDEO CoLab, Nasdaq and Filament Jointly tried to solve this problem. They created a 
project called Smart Solar (R. Williams, 2016). Its essence is to use Blockchain technology and the Internet 
of Things by which solar panels can self-assess the amount of power generated and REC. The prototype was 
created, which has already shown that it is possible to promote the development of solar energy without having 
to use any i rmediary companies. A part of this project was combining separate solar panels in a grid (smart 
micro grid), which will enable them to tra e each kWh of energy being sent to the final customer. Also, if the 
energy is produced by small generators, such as a solar panel on a house, it will be possible to sell the surplus 
of such energy directly to another buyer. For example, a neighbor, who needs it at that moment.
Australian company Power Ledger and some other companies in different countries tested a technology 
that allows homeowners who have their own power source (solar panels, usually), to sell electricity without 
intermediaries. The seller and the buyer can track the movement of electricity as well as the movement of mon-
ey transparently through Blokchain. There have already been cases where the owner sold a part of their solar 
energy to a neighbor.
Another similar project is that of a USA company called Brooklyn Microgrid. The Brooklyn Microgrid proj-
ect allows residents and businesses to sell excess solar energy on a virtual stock exchange, regardless of major 
energy networks. The platform is based on Blockchain - a distributed registry where each user can easily track 
the transaction. While the platform Brooklyn Microgrid registered only 50 people, the creators of the project 
plans to create a well-developed distribution network based on Blockchain’s distributed registry. The organiz-
ers of the project were LO3 Energy and Siemens. Independent stock exchange allowed Brooklyn residents to 
sell excess energy without any involvement from the part of energy and utility companies. Users were able to 
manage the generated solar energy and get it at their disposal, without having to send it to a common network. 
Micro grids of this type operate independently from the main grid and can work even during disruptions in 
electricity supply due to natural disasters or terrorist attacks. Participants received credits of renewable energy 
- the certificates that are used to track the amount of exported energy to the grid from renewable sources, since 
it is disallowed to sell energy directly. Corporations and energy companies can buy these credits and thereby 
increase their environmental friendliness. All operations and energy data can be tracked on a mobile app which 
is based on Blok Chain, and protected by cryptographic algorithms.
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In our opinion, implementing Blockchain technology in energy companies’ security systems will help pro-
tect the generated energy and its distribution. We should not forget that at present, the problem of protecting 
electric power is part of national security (S. Amini and others, 2016; H. Menashri and others, 2015). This has 
been evident in many cases. For example, in 2003 50 million people remained without electricity in the United 
States because of virus attack by the worm, the Slammer (Blaster). In 2010 the
Stuxnet computer worm struck the servers of the Iranian nuclear program. If it was not discovered in time by 
professionals, it could discard the whole development of this program, a process that took decades. This hacker 
attack on Iran was officially recognized as a military and a political action. Also in 2013, «Kaspersky Lab» 
reported that one of the Russian nuclear power plants was infected by the Stuxnet.
There are many concepts of protection against such attacks. One way to protect the power system and the 
information coming from smart meters, intelligent sensor in networks can be introducing Blockchain technol-
ogy. Currently, some large power generation companies are trying to introduce Blockchain in the distribution, 
storage and accounting systems. For example, the European power grids operator Tennet and solar battery mak-
er Sonnen GmbH launched a joint pilot project which uses Blockchain to redistribute the power of household 
batteries. Surplus clean energy which is produced by wind turbines and solar panels, is often wasted or causes 
an artificial decline in the generation of power TenneT and Sonnen Companies want to redistribute this energy 
by combining home electricity storage systems. As a result, the surplus wind energy accumulated in northern 
Germany can be redistributed through a network of domestic battery to the south of the country where there is 
insufficient clean energy.
The companies are going to connect around 6,000 households to the project, they must have solar panels and 
a home energy storage system. The project will work on the basis of Blockchain technology which is developed 
by IBM. Home solar energy storage systems by themselves are much less effective than when used collectively, 
that why TenneT and Sonnen want to create a large virtual power line. For starters, partners want to connect at 
least 24 MW storage to the project. If after ten years, only 10% of all households in Germany will install a home 
energy storage system, it will create at least 6 GW of capacity, the equivalent of six nuclear reactors.
4. Conclusion
The development of interaction between the major players of the energy market (power generating com- panies) 
and owners of small generating devices (micro grids) could be faster. However, it is constrained by several fac-
tors. Currently, one of these factors is the insufficient security of transactions which are generated and transmit-
ted by small grids (such as owners of houses with solar panels) to the global energy network, and, if necessary, 
in the opposite direction. One of the solutions to this problem is the use of Blockchain technology.
It was created as a completely safe technology. Security is built into the structure of the block system and 
covers computers and user identification, transactions, data transmission over the network, protection from 
internal intruders or incompetent employees and even from key hacking and server failures. Therefore, it is 
possible to use this technology to enhance the safety of power grids. It is a very promising area and will be 
explored in future studies
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